
Progress MOVEit® WAF 

DATA SHEET

While convenient, making file transfers online opens them up to significant 
risk. Bad actors leverage malicious web traffic to target web applications and 
APIs where they know they can find valuable data. It’s up to organizations to 
protect sensitive files with proactive and resilient security measures.  

Progress® MOVEit® WAF is a bespoke web application firewall (WAF) and 
load balancing solution that keeps files moving securely and resiliently. It 
proactively inspects traffic before it reaches MOVEit servers, providing a vital 
defensive barrier between bad actors and files entering your private network.  

 

How MOVEit WAF Strengthens  
File Transfer Security and Resiliency

Layered Defense 
Inspect the flow of web traffic and proactively block malicious-looking 
requests before they reach Progress® MOVEit® Transfer servers. 

Anomalous Behavior Detection 

Improve the long-term protection of file transfers with MOVEit-specific and 
behavior-based rule logic.  

High Availability  

Deploy MOVEit Transfer servers in a web-farm (active-active) architecture.  

Built by Experts  
Leverage a bespoke solution, combining Progress’ deep understanding of 
MOVEit Transfer software and WAF technology, to achieve a supported, pre-
tuned configuration.  

OWASP Top 10 Coverage 
Reduce security risks with OWASP industry-standard WAF technologies to 
enhance protections against the “Top 10” categories of application attacks.  

 

SECURITY BENEFITS

	 �Helps mitigate the risk of 

malicious web traffic  

	 �Saves the time and resources it 

takes to configure, deploy and 

maintain separate MFT, WAF 

and load balancing tools 

	 �Fulfils PCI DSS requirement 

6.4.2 for file transfers with 

MOVEit servers 

	 �Improves resiliency and 

availability of file transfers 
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About Progress 

Progress (Nasdaq: PRGS) empowers organizations to achieve transformational success in the face of disruptive 
change. Our software enables our customers to develop, deploy and manage responsible AI-powered applications 
and digital experiences with agility and ease. Customers get a trusted provider in Progress, with the products, 
expertise and vision they need to succeed. Over 4 million developers and technologists at hundreds of thousands of 
enterprises depend on Progress. Learn more at www.progress.com 
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Speak to your MOVEit  
representative to learn more.

MOVEit WAF in Action 

Proactive and Layered Security 
MOVEit WAF is designed to detect malicious and anomalous behaviors, helping identify and prevent 
zero-day vulnerabilities. MOVEit WAF goes beyond signature-based detection to help protect your 
file transfers with partners, vendors and customers with flexible and generic protections.  

Simplified Compliance with Regulatory Standards 

MOVEit WAF deployment helps satisfy many modern security criteria. Compliance with current 
standards like PCI DSS requires a WAF to secure web applications. Providing services to government, 
healthcare and finance-related entities increasingly mandates the use of a WAF. 

Resilient and Highly Available Managed File Transfer 

Financial service and healthcare organizations risk missed SLAs and costly fines if an outage occurs. 
MOVEit WAF helps stop attackers from probing and testing the latest attack vectors against your 
managed file transfer infrastructure. Their attempts to trigger unexpected server behavior, cause a 
denial of service or prompt data leakage are intercepted and mitigated before they can reach your 
private network. 
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